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Five Significant Issues of Digital Payment Systems — A Content Analysis

Abstract:

Digital payment systems have revolutionised the financial landscape, offering unprecedented convenience and
efficiency. However, relative rapid adoption has highlighted critical issues that must be addressed to ensure their
sustainability and broader acceptance. This study aims to explore the problems of digital payment systems and identify
significant current issues. Using four prominent electronic databases, qualifying articles published in the last eight years
(from Jan 2017 — June 2024) were sourced for categorisation and analysis. A total of 111 articles on issues of digital
payment systems were selected for relevant content on FinTech (financial technology) studies. The research team deeply
investigated the articles using established content analysis protocols. The analysis identified five vital issues in digital
payment systems: security, convenience, trust, privacy, and adoption of digital payment technology. Other key issues
are also identified through the content analysis, suggesting topical research priorities for bringing attention to future
research.

Keywords:
Digital payment system, financial technology, fintech, technical issues, end users’ problems.

Introduction

The payment system has come a long way, from the barter system to the currency system to an intelligence-powered
one. Digital technologies that have been used in the payment systems of financial industries are well-known as FinTech
(Financial technologies). The tasks of FinTech are automating and delivering financial services to the masses using
cutting-edge technologies and the power of the Internet (Hossain et al., 2023; Kuzior et al., 2022). The difference
between traditional financial technologies and fintech can be articulated through financial services effectively for
organisations, individuals, and customers, such as managing financial operations and processes using end-user digital
devices (e.g. computers and mobile phones). Various business users are the users of FinTech, including retail banking
(Ferrari, 2016), investment managers (Lee & Shin, 2018), charity organisations, fundraisers, and educational institutions
(Gomber et al., 2018).

In the initial stage, FinTech was used at the back-end systems of banks or financial institutions. Since then, FinTech
has been improving for end users by significantly impacting their user bases, extending to a wide range of customers
and applications. End users may purchase online and manage their financial accounts, trade stocks, pay utility bills, and
handle their medical, educational, and insurance using their digital applications instantly. The way of managing
accounts, tracking stocks and funds has changed due to the power of FinTech and its advanced accessibility.

As digital payment systems allow a new reality of the elimination of physical cash, transactions must be propagated
online to reduce physical activities, e.g. long waiting times at the banks or Automated Teller Machines (ATMs). The
digital payment systems for the market and users must be safe, secure, sound, efficient, and accessible. Enormous
changes in digital payment systems are enabled to ensure that all the criteria are met. The primary purpose of FinTech
is to improve the client's economic transactions with ease, anywhere, at any time, and with security provisions. To
accomplish these, FinTech institutions accumulate and join other financial service institutions so that large transactions
may be accumulated and maintained for the marketplace without creating any difficulties. Financial inclusions and
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leveraging technologies are considered the main driving forces behind these large transactions in the market, which
minimises operational costs and joins all the stakeholders in financial industries.

As the number of transactions through FinTech is happening millions per second, it is imperative to foster primary
issues: a) Concerns in relation to protecting the entire ecosystem against cyberattacks (Tan & Chung, 2023; Hossain et
al., 2023; Kuzior et al., 2022); b) fraudulent actors to scam people in financial technology, especially the elderly (Kabla
et al., 2022); c) data breaches that are dangerous concern regarding this technology, where digital financial institutions
keep a large volume of private data of millions of users (Unsal & Brodmann, 2021; Mohammadi et al., 2022); d)
agreements with legislation and policymakers regarding the conduct and standards between them and users to secure
and safeguard their personal and financial information (Kharisma & Hunaifa, 2022; Sun et al., 2022); and €) human
error e.g. security breaches that may happen due to mistakes made by users and human stakeholders (Kang, 2018). The
background of these issues is a significant element for FinTech researchers and practitioners in this field.

In our study, we analysed existing digital payment systems studies to reveal insights using a thematic analysis so that
we can outline the research agenda for further research and prepare an analysis prior to any innovative FinTech design.
We selected the works of literature published in the last eight years (from 2017 to mid-2024), prepared findings using
a content analysis method. The findings are classified to identify enhancements in their digital payment system analytics
rationales. It is important to note that four multi-disciplinary academic databases were used as sources for the collection
of literature.

Study background

Issues in the Digital Payment Systems

FinTech communities (FinTech institutions, service providers, individual users, business organisations, central banking
systems) and governments continuously confront numerous issues related to digital payment systems. A good number
of individual users and customers using digital payment systems are concerned regarding their privacy (Liébana-
Cabanillas et al., 2024; Nurmara et al., 2023; Haque & Shoaib, 2023) as it involves their personal information and
financial information. They also confront perceived risk issues in digital transactions (Susanto et al., 2022; Chaveesuk
et al., 2021).

Elderly and rural customers face technological adoption problems (Golub et al., 2022; Alkhowaiter, 2020). People using
digital financial systems generally face interoperability issues with their different digital devices (Ul et al., 2017). Trust
issues are among the most mentioned (Thar & Wai, 2024; Mogaji & Nguyen, 2024; Ling et al., 2024). Customers are
also facing issues related to perceived security (Schiansky et al., 2023; Cotugno et al., 2024; Uddin et al., 2023),
perceived usefulness (Alkhowaiter, 2020; Dadhich et al., 2018), satisfaction and comfort while using digital systems
(Latif & Razak, 2023), inconveniency (Abdulai et al., 2024; Musyaffi et al., 2021;), social influence (Al-Okaily et al.,
2020; Musyaffi et al., 2021), cultural barriers (Antonio et al., 2024; Khan et al., 2024; Niankara & Traoret, 2023),
quality of the systems are not up to their expectation (Ghobadi & Mathiassen, 2024; Ling et al., 2024; Horvath, 2023),
perceived fear (Musyaffi et al., 2021) of acceptance of the systems in their daily life. Customers, businesses, and
industries face major digital transaction issues. Companies and large markets have become deeply involved with digital
financial technology as it offers them the speed of transactions, most of the time from one country to another, and the
ability to efficiently handle large amounts of transactions.

However, FinTech has common difficulties with performance expectancy (Chaveesuk et al., 2021; Musyaffi et al.,
2021), fraud vulnerability (Fachrian et al., 2024; Thar & Wai, 2024; Cebeci et al., 2022), data leaks (Cebeci et al., 2022;
Lu et al., 2018), data misuse (Akanfe et al., 2020), sometimes lack traceability (Sumanjeet, 2009), internal processing



issues (Uddin et al., 2023; Segura-Millan & Perez-Verdin, 2023), loss of control (Nguyen et al., 2024), system or
hardware failure (Uddin et al., 2023; Fachrian et al., 2024), and flexibility (Dadhich et al., 2018).

Existing FinTech literature

A good number of literature reviews have been conducted in the research domain. Studies mainly focused on applying
financial technologies and emerging systems in different countries, industries, and marketplaces. They adopt new
technological constructs, concepts, and methods for preventing security issues in digital payment systems. The majority
of reviewed works highlight critical analysis of blockchain technologies and their various implications on different
industries (Paul & Sadath, 2021; Sah et al., 2023; Gramlich et al., 2023; Osei et al., 2023), content and policy analysis
of Central Bank Digital Currencies (CBDC) in different countries (Genc & Takagi, 2024; Sah et al., 2023; Batra et al.,
2024), customer acceptance of digital payment systems (Singh et al., 2022), integration of digital payment systems
(Garg & Kumar, 2024; Abdulla & Al-Alawi, 2023), adoption of digital payment in SMEs in different countries (Khan
etal., 2024), mobile payment system usability analysis (Hellemans et al., 2022; Kawamoto et al., 2023), use of artificial
intelligence in fintech (Dakalbab et al., 2024; Osei et al., 2023), user experience in peer-to-peer transactions (Alshater
et al., 2022; Manimuthu et al., 2019). Table 1 illustrates some details of selected review studies in recent years.

Existing Studies Literature Review Aims of the analysis
methodologies

(Kalyani & Gupta, 734 articles, meta- This study reviews 734 articles on Al and ML innovations in banking,
2023) analysis examining their impact on sector growth, security, and consumer trust
while suggesting future research.

(Osei et al., 2023) 268 publications, This study reviews 268 digital banking transformation (DBT)
bibliometric analysis publications, highlighting essential UK, USA, Germany, and China
research on FinTech, blockchain, and Al trends.

(Wagner, 2024) 92 publications, full- This study reviews 92 publications on conventional and digital
text analysis investment advisory decisions, identifying five key determinants that
differ in their application but are crucial for both.

(Hégele, 2024) 89 articles, descriptive | This study reviews literature from 2019 to 2023 on cryptocurrency
analysis exchanges, analysing the CEX vs. DEX debate, regulatory challenges,
and pricing function designs, highlighting future research opportunities.

(Dakalbab et al., 143 articles, technical | This study reviews 143 articles on Al in financial trading, analysing
2024) analysis markets, asset types, Al techniques, and performance metrics,
highlighting the prevalence of technical analysis and deep learning
techniques.
(Jafri et al., 2024) 26 articles, thematic This study reviews 26 articles on Fintech adoption, emphasising trust,
analysis security, and behavioural intentions. It identifies key themes and research

gaps and offers recommendations for future studies using the TCCM
framework.




(Sah et al., 2023) 221 articles, This study reviews 221 Central Bank Digital Currency (CBDC) papers
bibliometric analysis from 2018 to 2023, analysing trends and patterns highlighting significant
publication growth in 2021-2022.

(Neves et al., 2023) 121 articles, meta- This meta-analysis synthesises 121 articles on digital financial services,
analysis emphasising adoption factors like perceived usefulness, ease of use,
security, and trust. It highlights cultural influences on usage preferences
and provides insights for practitioners and future research.

Table 1: Brief description of some relevant FinTech review studies

To address the limitations reported in the table, we aim to explore the issues faced in the financial technology industry
with the digital payment systems literature. First, we examined the development literature to reveal the problems various
stakeholders face in the digital payment system as a research methodology. For this, we elected relevant criteria and
applied qualitative content analysis to generate themes inductively to match the issues in payment components. The
findings are presented through the relevance analysis described below. The following sections provide great details.

Study Methodology

A Systematic Literature Review (SLR) has been effectively adopted to identify trends and generalisable insights that
help direct and enhance the corpus of knowledge on a topic (Webster & Watson, 2002). Learning from this, for example,
the SLR outcome helps identify productive avenues for advancing any technical information systems (e.g. a FinTech)
practice and research. SLRs can maintain the development of evidence-based guidelines for practitioners and organise
related studies (Ghafari et al., 2012) that offer beneficial understanding for researchers and industry practitioners in
conducting their studies in future. Following the survey protocols (Brereton et al., 2007), three phases of planning
(defining research question and protocol), conducting (finding and evaluating relevant studies), and document review
(writing up the synthesis of findings), we design our SLR to cater for the need of capturing deeper understanding of
issues in the digital payment systems. Figure 1 shows the overall review methodology we set up for the study.
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Fig 1: Proposed review methodology for sample collection and analysis

The study's primary purpose is to discover FinTech issues in industries adopting digital payment systems. The scope of
this study is to promote digital payment analytics research, elevating vital issues that were described in existing studies.
We took a bottom-up approach to collecting sample articles from a multidisciplinary perspective. We selected
significant online databases as our source instead of identifying particular journals. While the whole sample collection
and analysis process is illustrated in Figure 1, Figure 2 shows the research growth in this field.

We took 1326 sample articles and classified them into two groups. The groups are a). issues related to digital payment
systems (972) and b). literature review in FinTech (354). Finally, for our analysis or further examination, we selected
mainly the perceived issues in digital payment systems (337) articles that are completed research articles published in
the English language. We could not use the rest of the articles due to the inaccessibility of the research articles in the
database. Since we intend to illustrate the growing trends of digital payment systems studies, cumulative progress has
been seen from year 2017 to mid-year 2024 in digital payment system research (data was collected up to June 2024,
and we anticipate that the total research on the topic will exceed the research done in the previous year). A correlation
value (R?) of 80 per cent adjusted the trend statistics significantly.
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Fig 2: Research growth in digital payment systems over the past eight years.

The journal and conference publications of each year are illustrated in Figure 3. The X-axis shows the publication year.
On the other hand, the Y-axis shows the percentage of journal and conference publications published each year. Each
of the bars in the illustration shows the publication amount each year. From Figure 3, we can understand that the number
of publications is increasing exponentially every year. More precisely, the trend line shows a steady rise for both, with
journals going somewhat higher and now making up a more significant share of outputs after beginning at a lower base.
The relative proportion of journals confirms the field’s maturity as an emerging discipline, and ongoing expansion may
be anticipated in the medium term as conference outputs are also rising in absolute terms and, if considered, as a leading
indication of future journal numbers.

The search was conducted across four electronic databases to find example publications published between 2017 and
mid-2024, as shown in Figure 1. In order to comply with PRISMA, which offers guidelines on the evidence-based
minimum sets of items needed for performing SLRs, we also simultaneously searched for “issues and problems in
digital payment systems” and “issues and problems in fintech transactions” in a particular database from 2017 to mid-
2024. PRISMA focuses on meta-analysis related to digital payment systems, but it may also serve as a foundation for
publishing reviews in other contexts. In order to get the highest number of pertinent articles, search words (Ghafari et
al., 2012) determined subjectively were used in each database. These search strings included the terms {“issues” or
“problems”} and {“digital payment” or “fintech transactions”}. We did, however, omit book chapters, media pieces,
unpublished publications, non-scientific articles, and items that were not in English.

First, we identify a group of possibly relevant articles by evaluating the titles and applying the pre-established inclusion
and exclusion criteria to every item. After that, the whole text of each article was acquired, and we carefully looked
through each one to assess its contents. Of the 337 publicly accessible complete articles from four databases, 13
duplicates were removed, 107 items did not meet our study topic or target parameters, and 26 more articles were
classified as newspaper or unreviewed internet materials. Finally, more than 80 articles were removed because of



irrelevant information discovered during a manual evaluation of the title, keywords, abstracts, and full text. Ultimately,
following our issues in digital payment system group categorisation coding, we eliminated 226 articles from our sample
of 337, deeming them unsuitable for answering our research question. Consequently, 111 articles were chosen for

further study.
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Fig 3: Database sources for issues in digital payment system research articles

Content analysis allows us to investigate target contents directly through any human interaction process, including
spoken, visual, and written materials. It uses qualitative and quantitative research approaches for data analysis (Forman
et al., 2008). A qualitative content analysis summarises the original data; inductive analysis is suitable when “there are
no previous studies dealing with the phenomenon or when it is fragmented”, even if deductive and inductive procedures
are both often used. We use an inductive approach to analyse and classify the properties of the 111 articles regarding
digital payment systems design and relevant issues. Four vital open-access databases were elected to identify articles
on our target areas of interest for the investigation. Among a total of 111 articles, 09 were collected from Springer Link,
10 from IEEE Explorer, 37 from Science Direct, and a total of 55 articles were collected from the Google Scholar
database due to their relevant associated facts that were of interest in the study.

Although (Elo & Kyngas, 2008) point out that there are no precise analytic guidelines, we were influenced by their
three steps of preparation, organisation, and reporting when selecting the sample to obtain insights on topics, themes,
and payment issues. The categorisation process in the preparatory stage seeks to create clusters based on similar and
shared attributes. According to (Elo & Kyngés, 2008), the categorisation process involves the interpretation that guides
the arrangement of categories used to characterise the phenomena under study.

During the planning stage, we reviewed sample articles to determine the research’s main topics, problems and works to
mitigate the issues. We searched for their carefully stated methods, assessment methodology, and design process
description, as these elements are related to Hevner's clear design research criteria (Hevner et al., 2004; Camilleri &
Miah, 2017; Miah, 2009). While searching for the issues, we extracted the main issues discussed in the research articles
and stored them in our database. After collecting the problems, we manually counted the instances of each issue. Finally,
we took the top five issues from 29 aspects that were identified in the digital payment system after the count. We also
analysed the articles from the literature review and categorised them based on the topics discussed. We found 11
categories from 44 literature review articles in the literature review categories.



At a later stage of our work, we dived deeper into issues-related research articles and literature review articles to find
previous works that address our five vital issues in digital payment systems and developed policies, artefacts, and
methods to mitigate them. We found 37 renowned works that have offered approaches to solving our five vital issues
by analysing technological provisions.

Findings of our study
Our investigation scrutinised five critical issues of interest for digital payment system research (Figure 4). The multiple-

response analysis prioritised the five main foci of the currently available studies. For instance, significant problems and
issues faced in the FinTech problem domain are prioritised.

Security 35% (38)

Caonvenience

Trust

Privacy 13% (15)

Digital Payment
Technalogy Adaption

12% (13)

0% 10% 20% 30% 40%

B Percentage (Mumber) - Multiple Response Analysis

Fig 4: Five vital issues found in the digital payment systems

Our perspective was based on the objectivism paradigm, which allowed us to generate discoveries supported by previous
research. “Security” issues were most common and suited to automatic assessment from large data sets due to the
criminal and theft activities in the digital financial sectors. “Convenience” issues were also well represented since
transitioning from a physical monetary system to a cashless, digital system is uncomfortable for large groups of people.
The following issues profound in the financial technology areas are “Trust,” “Privacy,” and “Digital payment
technology adoption” issues. From the total 111 research articles, we found 38 articles that studied security issues, 23
articles on convenience, 22 on trust-related issues, 15 on privacy concerns, and finally, 13 articles that talk about digital
payment technology adoption.

While our investigation was to identify the five primary issues faced in the digital payment system, we have found other
relevant issues. For instance, some issues are directly related to aspects of system/hardware failure, users perceived
usefulness, customer satisfaction, lack of access, social influence, data misuse, lack of awareness, cultural barrier, fraud



vulnerability, transparency, flexibility, regulatory/legal issues, payment application quality, application error, data
leaks, interoperability, lack of control, lack of traceability, and performance expectancy. As discussing all the issues
found is within the scope of this research, our focus remains on the five primary issues that are rooted in the digital
payment system areas. Our investigation, however, was predicated on manually going over each sample to determine
the primary issues and further conducted research that tried to mitigate the problems.

Security issues are the primary issues for digital FinTech organisations. Digital FinTech systems handle a range of
issues related to cyberattacks (Akanfe et al., 2020) and different malicious applications (Lu et al., 2018), such as
computer viruses, phishing, pharming, worms, trojans, spoofing, denial of service attacks, man-in-the-middle,
transaction poisoning, and spamming; security vulnerability exploits on mobile devices (Dadhich et al., 2018; Xia et
al., 2019; Chen et al., 2019), online fraud (Thar & Wai, 2024; Cebeci et al., 2022; Fachrian et al., 2024), credit card
fraud (Kolodiziev et al., 2020). Our study also found issues such as payment fraud in the construction industry due to
complex supply chains and short-term supplier relationships (Nanayakkara et al., 2021), development of a large number
of digital finance institutions without proper infrastructure due to the emerging demand during covid-19 pandemic
(Aurazo & Vega, 2021; Wang et al., 2023; Chaveesuk et al., 2021), exploration of vulnerability in hardware/software
limitations (Xia et al., 2019), increasing ransomware attacks (Connolly & Borrion, 2022), impacts of personal
information theft from online purchase (Musyaffi et al., 2021), impacts of ethereum blockchain vulnerability to external
attacks (Fachrian et al., 2024; Li et al., 2020) and scams (Ling et al., 2024; Prodhan et al., 2024).

Our research found several analytics oriented works that attempt to mitigate the security issues, such as blockchain-
based payment systems (Van Glabbeek et al., 2023; Ibrahimy et al., 2023; Fachrian et al., 2024), cross-chain payment
systems (Van Glabbeek et al., 2023), improving the near field communication security (Agardi & Alt, 2022), machine
learning-based approach in P2P payments (Antonio et al., 2024), interception of quantum cryptograms (Schiansky et
al., 2023), interception of FairCoop cryptocurrency (Rasillo, 2023) and increasing the number of privately issued
cryptocurrencies (Sadiq et al., 2023), enhancing payment security by Push-Pull-Mooring (PPM) framework and Task-
Technology Fit (TTF) (Xia et al., 2023), advanced digital signature system cryptography integration (Xia et al., 2019),
interception of machine learning based fraud detection systems (Thar & Wai, 2024; Kolodiziev et al., 2020), increasing
the payment security in blockchain-based payment system using SafePay (Li et al., 2020) and improving the Bitcoin
Collection Supervision System (BPCSS) (Chen et al., 2017).

The second vital issue considers the need for convenience in using digital FinTech. The problems faced are a lack of
convenience in online purchasing (Dadhich et al., 2018), inconvenience in trade transactions (Abdulai et al., 2024),
difficulties in the adoption of digital currency (Hague & Shoaib, 2023), difficulties with debit and credit card
transactions (Ul et al., 2017), and inconvenience in mobile application payment (Agardi & Alt, 2022; Perea-Khalifi et
al., 2024). To address the issue, several works were offered in FinTech domain, including the development of system
infrastructure (Mogaji & Nguyen, 2024; Abdulai et al., 2024), conducting technology familiarisation program in
different stages, improving the mobile application quality, developing the payment system for ease of use (Poudel &
Sapkota, 2022; Agardi & Alt, 2022; Perea-Khalifi et al., 2024), improving the interoperability of the digital financial
systems (Ul et al., 2017), and others.

The third primary issue is considered to be the requirements of trust. Previous studies identify this issues include, fear
of financial behaviour and impact of individual users (Kajol et al., 2022; Thar & Wai, 2024), unpopularity of digital
payment system among the elderly (Poudel & Sapkota, 2022; Prodhan et al., 2024), lack of trust in e-payment system
(Giri & Ghimire, 2020; Chen et al., 2019), lack of confidence in the demonetization policies implemented by a
government (Horvath, 2023), individual lack of faith in short-term relationship in businesses (Mogaji & Nguyen, 2024;
Abdulai et al., 2024), lack of confidence in faceless transaction in post covid-19 context (Ling et al., 2024; Ibrahimy et
al., 2023), and trust issues in digital asset transfer (Van Glabbeek et al., 2023), research was conducted for
strengthening the legal and regulatory framework in several countries by their government (Martino, 2024; Connolly &



Borrion, 2022; Foy et al., 2022), interception of Central Bank Digital Currency and monetary policy by the central
banks (Xia et al., 2023; Cotugno et al., 2024; Zhou, 2023; Horvath, 2023), policy understanding programs (Nguyen et
al., 2024), and introduction of secure e-commerce scheme (Cebeci et al., 2022).

The next issue is related to privacy matters. Privacy concerns arise from cyberattacks (Akanfe et al., 2020) and data
misuse (Akanfe et al., 2020; Musyaffi et al., 2021). Safeguarding user's privacy in the digital payment ecosystem is
very important. User privacy includes personal information, medical history, financial information, and transactional
history. lllegal users as actors try to gain a user's personal information for economic gain and identity theft (Wang et
al., 2024; Ibrahimy et al., 2023). To mitigate the issues related to privacy, several studies were conducted, such as for
advanced biometric authentication integration in the payment system (Liébana-Cabanillas et al., 2024), anonymous
purchasing ability (Lu et al., 2018), NTRU-based signature schemes and public critical infrastructure (Xia et al., 2019),
and private and anonymous decentralised crowdsourcing systems (Lu et al., 2018).

Our fifth primary issue relates to the need for FinTech adoption. All the target customers or users need to adopt the
digital payment system. Findings suggest several factors: for example, 1) the lack of digital literacy (Nguyen et al.,
2024; Korobeynikova et al., 2018) by a large population in the world; 2) lack of access due to infrastructural issues
(Mogaji & Nguyen, 2024), 3) negative social influence (Al-Okaily et al., 2020; Musyaffi et al., 2021), 4) lack of
awareness (Sahu & Singh, 2018; Naeem et al., 2020), 5) fear of perceived security and risk (Susanto et al., 2022;
Chaveesuk et al., 2021;), 6) lack of control (Nguyen et al., 2024; Haque & Shoaib, 2023) and 7) high-performance
expectancy (Chaveesuk et al., 2021) of the digital technology.

To mitigate the adoption issue, existing studies have been conducted, for example, mass general awareness campaigns
(Al-Okaily et al., 2020; Sahu & Singh, 2018), digital literacy programs (Nguyen et al., 2024; Prodhan et al., 2024), new
technology design for rural users (MrRAnandakalidass, 2023; Trivedi & Sanchiher, 2023), developing of Technology
Acceptance Model (TAM) and Unified Theory of Acceptance and Use of Technology (UTAUT) (Susanto et al., 2022),
mass development of physical infrastructures (Korobeynikova et al., 2018) including unreliable electric supply, poor
connectivity, and low-quality Internet.

Discussion and Conclusion

This research extends the findings of the existing literature review studies in digital payment systems. We have analysed
critical digital FinTech issues, enabling us to discover key analytics techniques (e.g. machine learning and blockchain)
and their provisions to solve the targeted problems. Our analysis of the five vital issues in digital payment systems—
security, convenience, trust, privacy, and adoption of digital payment technology—provides a comprehensive
understanding of the challenges and opportunities in this rapidly evolving sector for future research.

Security is the primary issue associated with a heightened risk of cyberattacks, including phishing and identity theft,
which can result in significant financial losses and undermine user confidence. Strengthening security measures is
essential to protect against these threats. Financial institutions invest in blockchain-based payment systems, machine
learning-based approaches in P2P payments, and advanced digital signature system cryptography integration to
safeguard transactions and sensitive information. Additionally, the introduction of quantum cryptograms can help
mitigate emerging risks. Convenience is a primary driver of the adoption of digital payment systems. Users appreciate
the ease of making transactions from anywhere at any time. However, this convenience can be compromised by
technical glitches, interoperability issues, and user-unfriendly interfaces. Ensuring that digital payment platforms are
reliable, user-friendly, and compatible with various devices is crucial. Simplifying transaction processes and providing
efficient customer support can enhance the user experience and encourage wider adoption.



Trust remains a significant barrier to the widespread use of digital payment systems. Users' perceived risks, including
potential financial losses and misuse of personal information, deter many from fully embracing these technologies.
Building trust requires transparency from financial institutions regarding their security measures and data-handling
practices. Providing users with clear information about how their data is protected and the steps taken to ensure
transaction security can help bridge the trust gap. Privacy concerns are increasingly prominent as digital transactions
proliferate. Users must be more aware of how their personal and financial data is collected, stored, and used. Robust
data protection regulations and compliance with privacy laws are imperative to address these concerns. Financial
institutions are adopting stringent data privacy policies and ensuring users' information is handled responsibly.
Educating users about their privacy rights and the measures to protect their data can further alleviate privacy concerns.

The adoption of digital FinTech technology varied among different user groups (e.g. end user’s design aspects in
different industries (Miah, 2009; Miah & Gammack, 2008; Miah, Vu & Gammack, 2018)). Elderly and rural
populations, in particular, face challenges due to limited digital literacy and access to technology. Efforts to promote
digital inclusion through educational initiatives and user-friendly technologies are essential. Providing training and
support to help these populations understand and use digital payment systems can facilitate broader adoption.
Additionally, addressing infrastructural challenges, such as reliable internet access, is crucial for enhancing adoption
rates.

In conclusion, addressing the issues of security, convenience, trust, privacy, and adoption of digital payment technology
is crucial for the advancement and widespread adoption of digital payment systems. FinTech organisations and relevant
policymakers should be paying attention to developing comprehensive strategies that enhance practices related to
security, ensure convenience, build trust, protect privacy, and promote inclusive adoption. By addressing these five vital
issues, digital payment systems can become more secure, convenient, and trustworthy, ensuring they meet the needs of
a diverse range of users. Future research should focus on developing innovative solutions to these challenges, providing
the resilience and inclusivity of digital payment systems in the face of evolving FinTech techniques and social or
organisational landscapes. The concept developed in FinTech can be applicable in designing Al driven solution for
student payment systems similar to other relevant Al design such as in higher education (Fahd, Miah, & Ahmed, 2021).
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